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FRAMEWORK



Exploits

* Codigo responsavel por explorar uma
determinada vulnerabilidade.

Payloads

» Codigo que sera executado apos a exploracao
para criar e manter a conexao remota.

Ex: Conexao reversa.
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Objetivo

 Desenvolvimento de Exploits
- Customizacao e Configuracao
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Historia

Projeto criado em 2003 - HD Moore

 |nicialmente em Perl

e 2005 — 2007reescrito para Ruby

« 2009 — a Rapid7 adquire Metasploit.

- Metasploit Express.

- 2010 - Lancada a versao Comercial MetasploitPro

- 2011 - Lancgado a versao basica Metasploit Community Edition
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@ metasploit

Metasploit Express plus:

» Social Engineering

<y » Web app scanning
@Lﬂ.ﬂ?sp IOlt » Post-exploitation macros
» IDS/IPS evasion

WP Metasploit Community » VPN piveting
@m&taﬂplﬂlt' BN plus: » Team collaboration

community » Tagging
» PCl & FISMA reports
» Enterprise-level Nexpose

» Smart exploitation
> Network discovery » Password auditing
» Vulnerability scanner import > E‘“r'dEf”CE C'D”EC'“_U” integration

> Basic exploitation > Logging &.repurtmg » VMware & Amazon EC2

» Module browser » Replay scripts virtualization

» Persistent sessions & listeners

Metasploit Framework
Open source development platform



Estrutura

el

LIBRARIES INTERFACES

TOOLS

MF5 Core

MSF Base

PLUGINS

MODULES
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msfweb — Retirada do projeto
* Substituicao : Armitage "Point-and-Click”

BT4-R1
O Armitaae 0]
Armitage Wiew Hosts Attacks Workspaces Help

¥ [ auxliary
¥ & admin q
¥ (& http L
|| tomecat_administration
|| tomecat_utf8_traversal
¥ & scanner W7 1. 104
v [ http \ v M CME- 14E429D2B5 (ADMIN)
_ | tomecat_enum
|| tomeat_mgr_login
¥ (& exploit
v E multi
¥ [ http

™ A

Attack >

Login >

192.168.1.106 ' Meterpreter & »
NT AUTHORITY'\ ‘PRI

o L Browse Files
== Pwotlng s Show Processes
[ Console 4 X T Services X I Files 68 X I Processes 1 X T Console 12 X T cmd.exe 1636@6 X ] MSF Scans Key Scan
Kill
& [cn Ki Screenshot
D 4| Mame | Size | Modified | Mode |
Documents and Settings 2010-02-14 22:22:02 -0500 AQT T 7 rwsrwsrwK

2010-02-14 22:16:37 -0500 407 7 7 [rwrrwKrwg
[&§ Program Files 2010-10-04 10:13:32 -0400 40555/ r-Hr-Hr-x
=) Python2s 2010-09-29 09:43:01 -0400 407 T 7 rwrrwxrng
[§ System Volume Information 2010-02-14 22:21:33 0500 407 77 [rwrrwxrwg
[ WINNT 2010-10-04 11:19:56 -0400 407 T 7 [rwrrwxrng
& lec 2010-08-29 12:38:25 -0400 A07 T 7 rWHrWHA WK
& learn 2010-10-16 20:02:11 -0400 407 77 [rwrr WKWK
=) srtFtpLogs 2010-09-30 16:04:14 -0400 407 T 7 PWHrWHAWK
AUTOEXEC.BAT ob 2010-02-14 22:17:24 0500 1007 7 7/rwrrwerae
CONFIG.SYS ob 2010-02-14 22:17:24 0500 100668/rw-rw-rw-
10.5YS ob 2010-02-14 22:17:24 0500 100444/r--r-r--
MSDOS,5YS ob 2010-02-14 22:17:24 0500 100444 r-—r--r-- 1

| Uplead... | | Make Directory | | Refresh |

L

To direct input to this virtual machine, click inside the window. 1= QH ¢ 4
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Interfaces - msfcli

ol G root@bt4: /pentest/exploits/framework3 - Shell - Konsole <3> — NN

Session  Edit View Bookmarks

(Hlelp
(S)ummary
(0)ptions
(A)dvanced
(I)DS Ewvasion
(Playloads
(T)argets
(AC)tions
(Clheck
(E)xecute

root@bt4d:
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Settings Help

il # ./msfcli -h
Usage: ./msfcli <exploit name> <option=value> [mode]

You're Llooking at it baby!
information about-this module

Show
Show
Show
Show
Show
Show
Show

avallable
avallable
avallable
avallable
avallable
avallable

options for this module

advanced options for this module
ids evasion options for this module
payloads for this module

targets for this exploit module
actions for this auxiliary module

Run the check routine of the selected module
Execute the selected module
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msfconsole

rootEht i "H# msfconsole

MMMMH MMMMH
MMMMMMMN NMMMMMMM
MMHHMMMMMNmnnNMMMMMMMMN
MMMMMMMMMMMAMAMMMMMMMMN
MHHHHMMMMMHMMMMMMMMMMMMN
MMMMM  MMMMMMM  MMMMH
MMMMM  MMMMMMM  MMMMM
MMHMNM  MMMMMMM @~ MMMMN
WMHMMM  MMMMMMM MMMME
7MHNN MMMMH
“TMMM MMMM*
MM MM?

=[
+ — —=[ 814 exploits - 458 auxiliary - 137 post

+ — —=[ 248 payload=s - 27 encodersz - 8 nops
=[ svn r14988 updated (2012.03.20)

arning: This copy of the Metasploit Framework wasz last updated
We recommend that you wpdate the framework at least every other dag
For information on wpdating your copy of Metasploit, please =ee:
https:sscommunity.rapid?.com docs-DOC-1306

k




Portabilidade

 Nessus
 Nexpose
* Nmap



Meterpreter

* Gestao de sessoes

* Informacoes de processos
 Manipulacao de arquivos
 Execucao de comandos



Mantenha-se Atualizado!
HO-Day”







Pentest

e Discovery

 Enumeration

* Vulnerability Identification

* Exploitation and Launching of Attacks
e Escalation

* Reporting
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Demonstracao
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Muito Obrigado!

Mateus Riad
mateus.riad@poasec.org
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